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[1] NIST FIPS 140-2 Security Requirements for Cryptographic Module, Annex A: Approved
Security Functions, 2019/06

[2] ETSITS 103 645 CYBER; Cyber Security for Consumer Internet of ThingsV1.1.1. 2019/02

[3] ISO/IEC 27030 Information technology - Security techniques - Guidelines for security and
privacy in Internet of Things (IoT), 2018/01

[4] ISO/IEC 15408-1: 2014 Information technology - Security techniques - Evaluation criteria
for IT security - Part 1: Introduction and general model, 2014/01

[5] IEC 62443-4-2:2019 Security for industrial automation and control systems —Part 4-2:
Technical security requirements for IACS components, 2019/02

[6] IEEE Standard Association, P2413.1 Standard for a Reference Architecture for Smart City
(RASC), 2018/06

[7] NIST, Guide to Bluetooth Security, SP 800-121 Revision 2, 2017/05

[8] FIRST.org, Common Vulnerability Scoring System v3.1, 2019/11

[9] OECD Privacy Guidelines, 2013/03
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3.16 % F]F &% (Multi-Factor Authentication, MFA)
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Hardening
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Software Cybersecurity
x| F2EH >111 for Network-Connectable | 15. Malformed Input Testing
Products, Part 1: General
Requirements (4)
OWASP 10T Top Ten 4 Lack'of Secure Update
Mechanism
IEC 62443-4-2 [5] FR 3 - System integrity
AT MEE UL 2900-1 Standard for
P 5.2.1.1 Software Cybersecurity
for Network-Connectable | 11. Product Management
Products, Part 1: General
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OWASP IoT Top Ten 4 Lack.of Secure Update
b T Mechanism
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B " for Network-Connectable | 11. Product Management
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OWASP 0T Top Ten 7 * Insecure Data Transfer
and Storage
IEC 62443-4-2 FR 4 - Data confidentiality
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Products, Part 1: General
Requirements
i 2 : Insecure Network Services
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BRI 5541 Outdated Component
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¢ .
R Software Cybersecurity 12. Vendor Product Risk
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5.2.6.1 Management Process
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N Requirements
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¢ .
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R Products, Part 1: General &
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7 © Insecure Data Transfer
OWASP loT Top Ten
and Storage
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3 9. Remote Communication
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